. Processes and
Threads ¢np)

Addition (2/3)

Termination of all child processes
two szenarios:

1. closing shell with exit
— child processes continue.

2. shell closed forcefully
(kill , closing window etc.)
— child processes get terminated
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Addition (1/3)

Check if starting a program via fork() , exec() was
successful:

#include <errno.h> > gcc -o fork-exec-fail fork-exec-fail.c

main() { > . /fork-exec-fail )
int pid = fork(); /bin/xls: No such file or directory
int errno2; Fehlercode errno = 2

if (pid==0) {
execl("/bin/xls",0);
errno2=errno;
perror ();
printf("Fehlercode errno = %\ n",
errno2);
} else { wait(); }

 perror()  : Error message in readable format
* errno : Global error variable
* not with every gcc version...
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Addition (3/3)

[ In xterm window ] > nedit &

> pstree | grep nedit
| |-xterm---bash---nedit
> ps auxw | grep nedit

esser 24676 1.0 0.8 8248 4336 pts/4 S 15:13  0:00 nedit

> cat /proc/24676/status | grep PPid

PPid: 24659

> ps auxw| grep 24659

esser 24659 0.0 0.3 4424 1936 pts/4 Ss+ 15:12  0:00 bash
[ In xterm window ] > exit

> cat /proc/24676/status | grep PPid
PPid: 1
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Practice Ill:
Linux kernel

Process list (2/10)

struct task_struct {

volatile long state;/* -1 unrunnable, 0 runnable, >0 stoppe d *

#define  TASK_RUNNI NG

#define  TASK_| NTERRUPTI BLE

#define  TASK_STOPPED

#define  TASK_ZOMBI E

Hans-Georg Efer, FH Miinchen

[ =)

executable - is running oder wants to (,ready")
sleeps — will wake up when receiving signal

or when a certain condition occurs (Kernel)

#define  TASK_UNI NTERRUPTI BLE 2 sleeps - as above, but no signals

4 doesn't and cannot run (after signals
SIGSTOP, SIGTSTP, SIGTTIN, SIGTTOU)

16  terminated, but parent process has not yet

called wait()

Betriebssysteme I, WS 2006/07

2. Prozesse — Folie 7

Process list (1/10)

Kernel does not differentiate between processes
and threads.

* doubly chained, circular list

* each entry of type struct task_struct

* type defined in include/linux/sched.h

* contains all the information the kernel needs
* task_struct definition 132 lines long!

* maximal PID: 32767 (short int)

Hans-Georg Efer, FH Miinchen Betriebssysteme I, WS 2006/07 2. Prozesse — Folie 6

Process list (3/10)

Prozess wird mit

" Prozess mit

»fork()« initiiert

* Prozess laufbereit
ausgefiihrt zu werden

»TASK_RUNNING«

Ereignis tritt

A

Scheduler ordnet Prozess durch Kontextwechsel zu

Prozess wartet darauf;

Prozess wurde von hoher priorem Prozess unterbrochen

'

‘)exn()x beendet

TASK_ZOMBIE

* Prozess laufbereit
© Prozess wird
ausgefiihrt

»TASK_RUNNING(

ein, auf das
der Prozess
gewartet hat

» Prozess ist blockiert’

TASK_INTERRUPTIBLE«
TASK_UNINTERRUPTIBLE,

Prozess wartet
auf Ereignis

Bild: Linux-Magazin
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Process list (4/10)
Relationships (old Linux version)

struct task_struct {

(-]

struct task_struct *p_opptr, *p_pptr, *p_cptr, *p_ysptr, *p_osptr;
p_cptr Parent
i p_pptr
p_pptr
p_pptr
p_osptr posptr
youngest child Child oldest child

~ p_ysptr " p_ysptr
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Process list (6/10)

Process groups and sessions

struct task_struct { struct signal_struct {
[..] /* job control IDs */

struct task_struct *group_leader; pid_t pgrp; Process Group ID
/* threadgroup leader */ pid_t tty_old_pgrp;
pid_t session; Session ID
/* boolean value for session
group leader */

int leader;

(-]

/* signal handlers */
struct signal_struct *signal;

* Each process is member of a process group
* Process Group ID (PGID) - ps j
* current->signal->pgrp

2. Prozesse — Folie 11
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Process list (5/10)

Relationships (new Linux version)

struct task_struct {

[-]

struct task_struct *parent; /* parent process */

struct list_head children;  /* list of my children */

struct list_head sibling; /* linkage in my parent's childre

Code for accessing all children:

list_for_each(list, &current-> children) {
task = list_entry(list, struct task_struct, sibling);
/* task now points to one of the children */

}

Walk process tree up to the root, i.e. init
for (task = current; task != &init_task; task = task->parent

}

Hans-Georg Efer, FH Miinchen Betriebssysteme I, WS 2006/07

n list */

) {
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Process list (7/10)

Process groups

* Signals to all members of a process group:
killpg(pgrp, sig);

* Waiting for a child of your own process group:
waitpid(0, &status, ...);

* ... or some other, specific process group:
waitpid(-pgrp, &status, ...);

2. Prozesse — Folie 12
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Process list (8/10)

Sessions
* Typically a new session starts with a login shell

* All processes startet from this shell belong to
the (same) session

* Common ,controlling TTY*
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Process list (10/10)

Process list (9/10)

> ps |

PPID PID PGD SIDTTY TPGID STAT UID  TIME COMMAND

19287 7628 7628 19287 pts/8 19287 S 500  0:00 /bin/sh /usr/bin /mozilla -mail
7628 7637 7628 19287 pts/8 19287 Sl 500 20:50 /opt/moz/lib/m ozilla-bin -mail
9634 10095 10095 10095 ttyl 10114 Ss 500 0:00 - bash

10095 10114 10114 | 10095 |ttyl 10114 S+ 500  0:00 /bin/sh /usr/X11R6/bin/startx

10095 10115 10114 | 10095 |ttyl 10114 S+ 500 0:00 tee /homelesser/.X.err

10114 10135 1011410095 |ttyl 10114 S+ 500  0:00 xinit /home/esser/.xinitrc

10135 10151 10151 | 10095 |ttyl 10114 S 500  0:00 /bin/sh /usr/X11R6/bin/kde

10151 10238 10151 | 10095 |ttyl 10114 S 500 0:00 kwrapper ksmserver

10258 10270 10270 10270 pts/2 10270 Ss+ 500 0:00 bash
10276 10278 10278 10278 pts/4 10278 Ss+ 500 0:00 bash
10260 10284 10284 10284 pts/5 10284 Ss+ 500 0:00 bash
10275 10292 10292 10292 pts/6 10989 Ss 500 0:00 bash
10259 10263 102 10263 | pts/1 10263 Ss+ 500  0:00 bash

10263 28869 28869 | 10263 |pts/1 10263 S 500 0:16 konqueror /media/usbdisk/dcim
10263 28872 28872 | 10263 |pts/1 10263 S 500  0:13 konqueror /home/esser

29201 29203 29203 29203 pts/7 29203 Ss+ 500 0:00 bash

4822 4823 4823 [ 4823]pts/14 4823 Ss+ 500 0:00 - bash

4823 31118 31118 | 4823|pts/14 4823 S 500 0:00 nedit kernel/sched.c

4823 31297 31297 | 4823|pts/14 4823 S 500  0:00 nedit kernel/fork.c

23115 32703 32703 23115 pts/13 32703 R+ 500 0:00 ps j
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Walk through process § [Pt
1 struct task_struct
IISt < Prozessdreskripturx te;
srtruct task_struct
struct list_head t asks; Prozessdeskriptor 2 te; o
gtruct task struct - !
Prozessdeskriptor 1 te: X
#define next_task(p) struct task_struct o
list_entry((p)->tasks.next, -~
struct task_struct, t asks) volatile long state; bz
#define prev_task(p) .
list_entry((p)->tasks.prev, : ’ , ,
struct task_struct, t asks) fnt ity GEEICac >
#define for_egc_h_process(p) éid_t i >
for (p = &init_task ; .
(p = next_task(p)) i
1= &init_task ; ) )y >
Bild: Linux-Magazin
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Process creation (1/2)
Most important file in the kernel sources: kernel/fork.c
(contains copy_process )
»fork()  calls clone() |,
*clone() calls do fork() ,and
* do_fork() calls copy process() , wherein:
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Process creation (2/2)

copy_process() does:

* dup_task_struct() : new kernel stack,
thread_info structure, task_struct  -entry

* sets child status to TASK_UNINTERRUPTIBLE

*copy_flags() :PF_FORKNOEXEC

e get_pid() : obtain a fresh PID for child

* Depending on clone()  parameters: copy or share
open files, signal handlers, process memory areas etc.

* split remaining process time (= scheduler)

Then: wake up and start (child runs before father)
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3. Interrupts a2

Threads in the kernel

* Linux has no concept of threads, but views them as
processes

* Thread: process that shares several ressources with
other processes

* Every thread has task_struct and looks like a
normal process (to the kernel)

* Fundamentally different from e.g. Windows and
Solaris
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Interrupts: Introduction
Interrupt classes

* Software Interrupts

(Exception, synchronous Interrupt)
False memory accress, Division by 0,
false CPU instruction, ...

*Timer

*1/O (Input/Output, asyonchr. Interrupt)
From the 1/O-Controller: Action completed

* Hardware error
Power failure, RAM parity error
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Interrupts: Introduction

Why Interrupts?

* Efficiency
I/O access very slow = long waiting times, when processes
wait until termination of 1/0

* Programming logic
Don't query device status over and over again, but wait for
Interrupt

* Kein Polling
Polling: OS regularly queries all devices, whether there was
an event
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Interrupts: Introduction
Basic procedure

* Interrupt occurs

* Running thread is interrupted (after last
instruction), OS takes control

* OS saves thread data (as in a task switch =
scheduler)

* OS calls Interrupt handler

* Then: Scheduler chooses process which can
continue (e.g. the interrupted one)
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Interrupts: Introduction

User Program Interrupt Handler
1 e —
2
. .
. .
. .
i
Interrupt —»
occurs here i+1 <
.
.
.
M— Bild: Stallings, S. 19
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Interrupts: Introduction

What to do in case of multiple interrupts?

Three possibilities:

* During processing of an interrupt: disable all
others (DI, disable interrupts)
- [nterrupt queue

* Allow other interrupts while processing one

* Interrupt priorities: Only interrupts with higher
priority can interrupt those with a lower one
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Interrupts: Introduction

What to do in case of multiple interrupts?

Interrupt Interrupt
User Program Handler X User Program Handler X
1 =1 1
1 S '
| 1
1 e H |
1 -
P | |
| 1
-7 1
. ! | N
~o TR === [ I === \ S~
i~ - = i N ~._  Interrupt
1 Lo | N ey
1 -—a
! AN = 1
! I
: I
: I
i | |
1 |
|
v v
(a) Sequential interrupt processing (b) Nested interrupt processing

Bild: Stallings, S. 26
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Practice: Interrupts
In Linux

Interrupts: Introduction

Multitasking and Interrupts

* Multitasking improves CPU utilization:
- I/O-heavy process waits for I/O events,
- CPU-heavy process goes on calculating

* Process starts /O operation and goes to sleep
(waits for signal)
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Practice
> cat /proc/interrupts
CPUO
0: 3353946487 XT-PIC timer
2: 0 XT-PIC cascade
3: 4663 XT-PIC NVidia CK804
5. 159275991 XT-PIC ohcil394, nvidia
7: 971775 XT-PIC  hsfpcibasic2
8: 2 XT-PIC rtc
9: 0 XT-PIC acpi
10: 31052 XT-PIC libata, ohci_hcd
11: 197906977 XT-PIC libata, ehci_hcd
12: 16904921 XT-PIC ethO
14: 60349322 XT-PIC ide0
NMI: 0
LOC: 0
ERR: 0
MIS: 0
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Interrupt Handler

For each device:

* Interrupt Request (IRQ) Line

* Interrupt Handler (Interrupt Service Routine,
ISR) = part of the device driver

* C function
*runs in special context (Interrupt Context)
« top half* and ,bottom half*
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Treiberprogrammierung

Treiber registrieren mit Interrupt handler:

int  request _irq(
unsigned int irq, /* Welche IRQ-Nummer? */

irgreturn_t (* handl er )(int, void *, struct pt_regs *),
unsigned long i rgfl ags,
const char * devnane,
void * dev_i d);

/* Geratename->/proc/int..*/

* Interrupt mit IRQ irg  wird ausgelost

* BS ruft Interrupt handler handler()  auf

* Flags:
SA SHIRQ Interrupt flir mehrere Treiber
SA_INTERRUPT Lokale Interrupts werden gesperrt

SA_SAMPLE_RANDOMterrupts treten ,zufallig“ auf, nutzen;
Entropie-VergroRerung, Zufallszahlen
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top and bottom half

top half
* Interrupt handler
* starts immediately, handles time-critical things
 acknowledges (to the device) reception of
interrupt, resets device, etc.
* Everything else = bottom half

bottom half
* starts delayed, does most of the work
* more about it; next lecture
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