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TCP/IP (1)

* |nternet Protocol Suite
e Kombination verschiedener Protokolle
* vier Schichten (vgl. OSI-Schichten-Modell)

Application layer

Transport layer

Metwork layer

Data link layer
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6.2 IPC:
Kurzer Ausflug:
TCP/IP, UDP

TCP/IP (2)

Die vier Layer

* Data-Link-Schicht
- Service: Frames zuverldassig liber eine Verbindung lbertragen
- Funktionen: Synchronisation, Fehlerkontrolle, Flusskontrolle

* Netzwerkschicht
- Service: Bewegt Pakete durch das Netzwerk
- Funktionen: Routing, Adressierung, Switching, Uberlast-
Kontrolle

* Transportschicht
- Service: Zustellenung von Daten zwischen Rechnern
liberwachen
- Funktionen: Verbindungsaufbau/-abbau, Fehlerkontrolle,
Flusskontrolle

* Applikationsschicht
- Service: behandelt Details des Anwendungsprogramms
- Funktionen: alles applikationsspezifisch
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TCP/IP (3)
o (lTpJ[ BGP | [ NFs | [BoOTP| [sNMmP] [ RTP |
(Telnet ]| (HTTP |

ARP Ethernet, IEEE 802.3, IEEE 802,11 _ RARP
Token Ring. PPP. ete.
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TCP/IP (5)

» Kapselung: auf jeder Ebene ,einpacken” (d.h.
mit Protokoll-eigenem Header versehen) und
auf die Reise schicken

App header | User dala

1 1
1 1
| TCP header | Application data |
1 . 1
e P segmen =

| P header | TCP header | Application data |
: IP datagram E _I-Ihcmcl Diriver
Fthemet header | IP header | TCP header | Application data | Ethemet trailer |
]
! Ethemel [rame : Fthemet
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TCP/IP (4)

Host A Host B

Telnet Protocol

—_—————— .

—_—————— .

| L]
N Telnet -« -« — 1
| |
| |
! I !
I TCP Protocol I
MM 1TNr =----—--—-—- """ - - - ———— = 1
1 |
| |
! R !
I IP Protoco) I
MM E---—-———— ———— e ——_—— 1
| |
1 |
| |
1 ]
: Ethernet Ethernet Protociol :
1 Driver I
1 r
Ethernet segment or Ethernet hub
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TCP/IP (6)

Adressierung

* Server fiihren mehrere Dienste aus, Clients
arbeiten mit verschiedenen Anwendungen, die
gleichzeitig Anfragen stellen

* Ordnung schaffen:

- Port-Nummer
- Rechnername
- IP-Adresse

- MAC-Adresse (Netzwerkkarte)

} i mapsrv. fhm edu: 143
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TCP/IP (7)

Rechnernamen

* einen Rechner (im Internet oder im lokalen
Netzwerk) eindeutig identifizieren

* benutzerfreundlich (,sprechende® Namen)
* hierarchisch organisiert

* Domain Name System (DNS): findet zu
Rechnername die entsprechende IP-Adresse
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TCP/IP (9)

Well-known port numbers: /etc/services (TCP & UDP)

# Oftcp Reserved # 0/udp Reserved

tcpmux 1/tcp # TCP Port Service Multiplexer tcpmux 1/udp # TCP Port Service Multiplexer
compressnet 2ltcp # Management Utility compressnet 2/udp # Management Utility
compressnet 3ltcp # Compression Process compressnet 3/udp # Compression Process

# 4ftcp # Unassigned # 4/udp # Unassigned

rjie 5ltcp # Remote Job Entry rje 5/udp # Remote Job Entry

# 6ltcp # Unassigned # 6/udp # Unassigned

echo Tltcp Echo echo 7/udp Echo

# 8ltcp # Unassigned # 8/udp # Unassigned

discard 9ltcp # Discard discard 9/udp # Discard

# 10/tcp # Unassigned # 10/udp # Unassigned

systat 11/tcp users # Active Users systat 11/udp users # Active Users

# 12/tcp # Unassigned # 12/udp # Unassigned

daytime 13/tcp # Daytime (RFC 867) daytime 13/udp # Daytime (RFC 867)

# 14/tcp # Unassigned # 14/udp # Unassigned

netstat 15/tcp # Unassigned [was netstat] # 15/udp # Unassigned

# 16/tcp # Unassigned # 16/udp # Unassigned

qotd 17/cp quote # Quote of the Day qotd 17/udp quote # Quote of the Day
msp 18/tcp # Message Send Protocol msp 18/udp # Message Send Protocol
chargen 19/tcp # Character Generator chargen 19/udp # Character Generator
ftp-data 20/tcp # File Transfer [Default Data] ftp-data 20/udp # File Transfer [Default Data]
ftp 21/tcp # File Transfer [Control] fsp 21/udp # File Transfer [Control]

ssh 22/tcp # SSH Remote Login Protocol ssh 22/udp # SSH Remote Login Protocol
telnet 23/tcp # Telnet telnet 23/udp # Telnet

# 24ltcp any private mail system # 24/udp any private mail system

smtp 25/tcp mail # Simple Mail Transfer smtp 25/udp mail # Simple Mail Transfer
# 26/tcp # Unassigned # 26/udp # Unassigned

nsw-fe 27/cp # NSW User System FE nsw-fe 27/udp # NSW User System FE

# 28/tcp # Unassigned # 28/udp # Unassigned

msg-icp 29/tcp # MSG ICP msg-icp 29/udp # MSG ICP

# 30/tcp # Unassigned # 30/udp # Unassigned
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TCP/IP (8)

Port-Nummern

* Mehrere Dienste auf einem Rechner
unterscheiden

Mehrere parallele Verbindungen (vielleicht zu
gleichem Dienst) zulassen

Port-Number-Feld in TCP- oder UDP-Header

~Well-known port numbers®: 0-1023
- 1- 255: Internet-weite Services
- 256 - 1023: reserviert fir Unix-spezifische Services

* Registrierte Ports: 1024-49151
* dynamische Ports: 49152-65535
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TCP/IP (10)

IP-Adressen

* Jedes Rechner-Interface im Internet hat eine
eindeutige IP-Adresse (manche Rechner auch
mehrere)

* |Pv4, 32 Bit, Notation mit Dezimalzahlen und
Punkten

128.238.42.112 means
10000000 in 1%t Byte
11101110 in 2" Byte
00101010 in 3" Byte
01110000 in 4th Byte
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TCP/IP (11)

Internet Protocol (IP)

* Datagram (packet) protocol

* “Best-effort service”
- Verlust
- Vertauschen der Reihenfolge
- Paket-Verdopplung
- Verzdgerung
* IP transportiert Daten zwischen Maschinen,
nicht zwischen Anwendungen
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TCP/IP (13)

IP-Service nicht ausreichend, darum:
zusatzliche Dienste, die auf IP basieren

* User Datagram Protocol (UDP)
- Priifsummen
- anwendungsspezifisch (mit Port-Nummern)

* Transmission Control Protocol (TCP)
- zusatzlich zu UDP (Priifsummen, Ports):
- verlasslicher Bytestrom-Transport
- Fluss- und Uberlastungskontrolle
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TCP/IP (12)

IP-Paket-Header:

0 1 2 3
01234567890123456789012345678901

Ver si on IHL | |Type of |Servide Tatal |Length
I dent|i fji gat|i gn Fllags Frlagment| Of fiset
Tiime tjo|Lijve Pr|ot|ogol Header |Checksium

Sour de |Addr|ess

Dest|i nat|i an |Addriess

Optijons Paddi ng
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TCP/IP (14)

UDP-Paket-Header
0 1 2 3
01234567890123456789012345678901
Sour ce Pont Desti|ngtijon Ror|t
Lengt k Chegksum

* Priifsumme: wird aus UDP-Header, UDP-Daten und folgendem
Pseudo-Header berechnet

32-hit Source [P Address
32-bit Destination 1P Address

(xii0) | 8-hit Protweol (x1T) | | &-bit UDP Length

* UDP-Paket ohne Adressangaben, weil es in IP-Paket verpackt wird
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TCP/IP (15)

TCP-Paket-Header

0 1 2 3
01234567890123456789012345678901

Source Pont Destiinatijon PRor|t

Sequence Nurber

Acknow edgment, Number

X fset | Reserved U|/A|P|R|S|F W/ ndow
Checksum Ur gent [Pai nt er
Opt i ons Paddi ng
dat a
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TCP/IP (17)

* HTTP-Port nachschlagen:

$ grep http /etc/services | grep tcp
http 80/tcp # World Wide Web HTTP

e also Port 80

* Sender (der Anfrage) wabhlt einen beliebigen
freien Port, z. B. 50001

* Damit:
Absender =192.168. 1. 2:50001
Empfanger = 129.187.244.212:80
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TCP/IP (16)

* Versand von Daten liber Sockets,
definiert durch:

- Absender (IP-Adresse und Port)
- Empfanger (IP-Adresse und Port)

* Typisches Beispiel: Anfrage an einen Web-
Server (HTTP)
mit Server: www.fhm.edu (129.187.244.212)
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TCP/IP (18)

3-Way-Handshake fiir Verbindungsaufbau
- Client sendet SYN

SERVER
- Server antwortet AP i
SYN/ACK -
- Client antwortet —
ACK _
- danach steht die s¥_Rev
Verbindung P——

Bild: http://www.cs.pub.ro/~rc/Laborator/lab5.html
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TCP/IP (19)

(1) 3-Way-Handshake

Frame 13 (74 bytes on wire, 74 bytes captured)
I P, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 129.187.244.212 (129.187.244.212)
TCP, Src Port: 10531 (10531), Dst Port: http (80), Seq: 0, Ack: 0, Len: O

Source port: 10531 (10531)

Destination port: http (80)

Sequence number: 0 (relative sequence number)

Flags: 0x0002 ( SYN)

Frame 14 (78 bytes on wire, 78 bytes captured)
I P, Src Addr: 129.187.244.212 (129.187.244.212), Dst Addr: 192.168.1.2 (192.168.1.2)
TCP, Src Port: http (80), Dst Port: 10531 (10531), Seq: 0, Ack: 1, Len: O

Source port: http (80)

Destination port: 10531 (10531)

Sequence number: 0 (relative sequence number)

Acknowledgement number: 1 (relative ack number)

Flags: 0x0012 (  SYN, ACK)

Frame 15 (66 bytes on wire, 66 bytes captured)
I P, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 129.187.244.212 (129.187.244.212)
TCP, Src Port: 10531 (10531), Dst Port: http (80), Seq: 1, Ack: 1, Len: O

Source port: 10531 (10531)

Destination port: http (80)

Sequence number: 1 (relative sequence number)

Acknowledgement number: 1 (relative ack number)

Flags: 0x0010 ( ACK) (protokolliert mit Ethereal)
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& (Untitled) - Ethereal

file Edit View Go Capture Analyze Statistics Help

BEr@E E¢s0T: QAR PREKED TCP/'P (21)

[ip.addr==129.187.244.212 E | Y Leeren | ¥ Anw |

No.- | Time | source | Destination [>rotocol | Info &
13 1.603159 192.168.1.2 129.187.244.212 TCP 10531 > http [SYN] Seg=0 Ack=0 Win=5840 Len=0 MSS=1460 TSV:64198234L
14 1.664595 129.187.244.212 192.168.1.2 TCP http > 10531 [SYN, ACK] Seq=0 Ack=1 Win=25200 Le TSV=1375405323
15 1.664658 192.168.1.2 129.187.244.212 TCP 10531 > http [ACK] Seg=1 Ack=1 W 5840 Len=0 TS 1982402 TSER=13
1:2 GET /home/fhm/d_welcome.pcms HTTP/1.1
1.2 129.187.244.212 TCP 10517 > http [FIN, ACK] Seq=0 Ack=0 Win=24214 Len=0 TSV=641982402 T

.746846 129.187.244.212 192.168.1.2 TCp http > 10531 [ACK] Seg=1 Ack=477 Win=25200 Len=@ TSV=1375465331 TSE
.750239 129.187.244.212 192.168.1.2 TCP http > 10517 [ACK] Seg=0 Ack=1 Win=25200 Len=0 TSV=1375405332 TSER

1

1.

i =
17 1.665012 192.168.1.

1

1

1.947541 129.187.244.212 192.168.1.2 HTTP HTTP/1.1 200 OK[Unreassembled Packet

» Frame 16 (542 bytes on wire, 542 bytes captured)
v Ethernet II, Src: ©00:00:00:00:00:00, Dst: 00:14:6c:99:3e:aa
b Internet Protocol, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 129.187.244.212 (129.187.244.212)
b Transmission Control Protocol, Src Port: 18531 (10531), Dst Port: http (80), Seq: 1, Ack: 1, Len: 476
v Hypertext Transfer Protocol
> GET /home/fhm/d_welcome.pcms HTTP/1.1\r\n
User-Agent: Opera/7.50 (X11; Linux 1686; U) [en]\r\n
Host: www.fh-muenchen.de\r\n
Accept: text/html, application/xml;q=0.9, application/xhtml+xml, image/png, image/jpeg, image/gif, image/x-xbitmap, */*;q=0.1\r"
Accept-Language: de\r\n
Accept-Charset: i150-8859-1, utf-8, utf-16, *;q=0.1\r\n
Accept-Encoding: deflate, gzip, x-gzip, identity, *;gq=0\r\n
Cache-Control: no-cache\r\n
Connection: Keep-Alive, TE\r\n
TE: deflate, gzip, chunked, identity, trailers\r\n
\rin

Al

0000 ©0 14 6c 99 3e aa 00 00 00 00 00 00 08 0O 45 60
0010 ©2 10 4e 35 40 00 40 06 b2 78 cO® a8 01 02 81 bb
0020 f4 d4 29 23 00 50 cd bl 91 bé e® 34 9d 69 80 18
0030 ©5 b4 3e bc 00 00 01 01 08 0a 26 43 df c2 51 fb
GIEIONCERCI 47 45 54 20 2f 68 6f 6d 65 2f 66 68 6d 2f
IEIC64 5T 77 65 6c 63 6f 6d 65 2e 70 63 6d 73 20 48|
0060 FEESEESTORPAINCY ISP WCIIINCE) 55 73 65 72 2d 41 67
0070 65 6e 74 3a 20 4f 70 65 72 61 2f 37 2e 35 30 20 ent: Ope ra/7.5@
0080 28 58 31 31 3b 20 4c 69 6e 75 78 20 69 36 38 36 (X11; Li nux 1686
0090 3b 20 55 29 20 20 5b 65 6e 5d Od Ga 48 6f 73 74 ; U) [en]..Host
00a@ 3a 20 77 77 77 2e 66 68 2d 6d 75 65 6e 63 68 65 ¢ www.fh -muenche
00b@ Ge 2e 64 €5 @d 0a 41 63 63 65 70 74 3a 20 74 65 n.de..Ac cept: te

0]

00c@ 78 74 2f €8 74 6d 6c 2c 20 61 70 70 6c €9 63 61  xt/html, pplica
100d@ 74 69 6f 6e 2f 78 6d 6c 3b 71 3d 30 2e 39 2¢ 20  tion/xml :0=0.9
I |[P:357D: 121 M: 0

a
a

=

TCP/IP (20)

(2) HTTP-Anfrage

Frame 16 (542 bytes on wire, 542 bytes captured)
Ethernet I, Src: 00:00:00:00:00:00, Dst: 00:14:6¢:99:3e:aa
I P, Src Addr: 192.168.1.2 (192.168.1.2), Dst Addr: 129.187.244.212 (129.187.244.212)
TCP, Src Port: 10531 (10531), Dst Port: http (80), Seq: 1, Ack: 1, Len: 476
Source port: 10531 (10531)
Destination port: http (80)

Sequence number: 1 (relative sequence number)
Next sequence number: 477 (relative sequence number)
Acknowledgement number: 1 (relative ack number)

Flags: 0x0018 (PSH, ACK)
Hypertext Transfer Protocol
GET /home/fhm/d_welcome.pcms HTTP/1.1 \n\n
User-Agent: Opera/7.50 (X11; Linux i686; U) [en] \n\n
Host: www.fh-muenchen.de  \r\n
Accept: text/html, application/xml;q=0.9, application/xhtml+xml, image/png, image/jpeg,
image/gif, image/x-xbitmap, */*;q=0.1 \r\n
Accept-Language: de  \r\n
Accept-Charset: is0-8859-1, utf-8, utf-16, *;q=0.1 \n\n
Accept-Encoding: deflate, gzip, x-gzip, identity, *;q=0 \n\n
Cache-Control: no-cache \n\n
Connection: Keep-Alive, TE \r\n
TE: deflate, gzip, chunked, identity, trailers \r\n

\nn (protokolliert mit Ethereal)
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TCP/IP (22)

(3) HTTP-Antwort

Frame 20 (1466 bytes on wire, 1466 bytes captured)
Ethernet Il, Src: 00:14:6¢:99:3e:aa, Dst: 00:00:00:00:00:00
I P, Src Addr: 129.187.244.212 (129.187.244.212), Dst Addr: 192.168.1.2 (192.168.1.2)
TCP, Src Port: http (80), Dst Port: 10531 (10531), Seq: 1, Ack: 477, Len: 1400
Source port: http (80)
Destination port: 10531 (10531)

Sequence number: 1 (relative sequence number)
Next sequence number: 1401 (relative sequence number)
Acknowledgement number: 477 (relative ack number)

Header length: 32 bytes
Flags: 0x0010 (ACK)

Hypertext Transfer Protocol
HTTP/1.1 200 OK \r\n
Date: Sat, 16 Dec 2006 17:54:13 GMT \r\n
Server: Apache/1.3.31 (Unix) mod_perl/1.29 PHP/4.3.6 mod_ssl/2.8.17 OpenSSL/0.9.7d \\n
X-Powered-By: PHP/4.3.6 \r\n
Keep-Alive: timeout=15, max=100 \n\n
Connection: Keep-Alive \r\n
Transfer-Encoding: chunked \n\n
Content-Type: text/html; charset= \r\n
\r\n
HTTP chunked response

(protokolliert mit Ethereal)
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&= T(Onilied) - Ethere

file Edit View Go Capture Analyze Statistics Help

B *x®E8 ResOF L QQQ POHE X O

/ip.addr==129.187.244.212

[~ [ 4 Expression... ‘:Leeren | ¥ Anwenden |

TCP/IP (23)

| rotocol | Info

No.. |Time | source | Destination
13 1.603159 192.168.1.2 129.187.244.212
14 1.664595 129.187.244.212 192.168.1.2
15 1.664658 192.168.1.2 129.187.244.212
16 1.664913 192.168.1.2 129.187.244.212
17 1.665012 192.168.1.2 129.187.244.212
18 1.746846 129.187.244.212 192.168.1.2

19 1.750239 129.187.244.212 192.168.1.2

20 1.947541 129.187.244.212 192.168.1.2
21 1.947597 192.168.1.2 129.187.244.212
22 1.953441 129.187.244.212 192.168.1.2
23 1.953500 192.168.1.2 129.187.244.212
24 1.958799 129.187.244.212 192.168.1.2

TCP 18531 > http [SYN] Seq=0 Ack=0 Win=5840 Len=0 MS5=1460 TSV=64198234 &
[SYN, ACK] Seq=0 Ack=1 Win=25200 Len=0 TSV=1375405323
[ACK] Seq=1 Ack=1 Win=5840 Len=0 TSV=641982402 TSER=13

TCP http > 10531
TCP 10531 > http

HTTP GET /home/fhm/d_welcome.pcms HTTP/1.1

TCP 10517 > http
TCP http > 10531
TCP http > 10517

[ACK]

[FIN, ACK] Seq=0 Ack=0 Win=24214 Len=0 TSV=641982402 T
Seq=1 Ack=477 Win=25200 Len=0 TSV=1375405331 TSE
[ACK] Seq=0 Ack=1 Win=25200 Len=0 TSV=1375405332 TSER=

HTTP HTTP/1.1 200 OK[Unreassembled Packet]

TCP 10531 > http

[ACK] Seq=477 Ack=1401 Win=8736 Len=0 TSV=641982685 TS

HTTP  Continuation or non-HTTP traffic

TCcP 10531 > http

[ACK] Seq=477 Ack=2801 Win=11632 Len=0 TSV=641982691 T |

HTTP  Continuation or non-HTTP traffic

[~
=]

» Transmission Control Protecol, Src Port

~ Hypertext Transfer Protocol

b HTTP/1.1 200 OK\r\n
Date: Sat, 16 Dec 2006 17:54:13 GMT\r\n

http (88), Dst Port:

10531 (10531), Seq: 1, Ack: 477, Len: 1400

Server: Apache/1.3.31 (Unix) mod_perl/1.29 PHP/4.3.6 mod_ss1/2.8.17 OpenSSL/@.9.7d\r\n

X-Powered-By: PHP/4.3.6\r\n
Keep-Alive: timeout=15, max=100\r\n
Connection: Keep-Alive\r\n
Transfer-Encoding: chunked\r\n
Content-Type: text/html; charset=\r\n
\r\n

HTTP chunked response

UISU ZU U3 U0 73 UF UU U3 UF WO Ud &5 OI UE€ 7¥ ©IJ OE€  CruUnkew ..corcerm
@140 74 2d 54 79 70 65 3a 20 74 65 78 74 2T 68 74 6d

|[P:357 D: 121 M: 0

FH M&uum
Homepag
>. . <META
UIV="con

" CONTE
/html; C
50-8859- 1

&éxt/htm
et=....08

163

Sockets in Python (1)

Sockets benutzt man unter Python ahnlich wie in C:

C

Python

sockfd = socket (AF_INET, SOCK_STREAM,0);

serv_addr.sin_addr.s_addr = INADDR_ANY;

serv_addr.sin_family = AF_INET;
serv_addr.sin_port = htons (port);

bi nd( sockfd , (sockaddr *)&serv_addr,
sizeof(serv_addr) );

i sten(sockfd , queuelen);
con = accept (sockfd , ..., ..);

n = read( con,buf,sizeof(buf));
wr i t e( con ,buf,sizeof(buf));
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sock

sock
client

client
client

sock .

= socket (AF_INET,SOCK_STREAM)

bi nd (™, port)

.listen (queuelen)
,addr = sock . accept ()
.recv()
.send()
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Sockets in Python (2)

Socket erzeugen

Client

# INET / STREAM Socket erzeugen
s = socket. socket (
socket.AF_INET,
socket. SOCK_STREAM)
# Verbindung zu Port 80 aufbauen
# (der Standard-HTTP-Port)
s. connect (("www.fhm.edu", 80))

Server

serversocket = socket.
socket.AF_INET,
socket. SOCK_STREAM)

# Standard-Port 80 binden

serversocket. bi nd(
(socket.gethostname(), 80) )

# zum Server-Socket werden;

# max. 5 parallele Verbindungen

serversocket. listen(5)

Quelle: http://www.amk.ca/python/howto/sockets/ ; angepasst
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# INET / STREAM Socket erzeugen
socket (

# Socket an Hostnamen und HTTP-

6.1PC (2) — Folie 27

Sockets in Python (3)

Daten ubertragen und Verbindung beenden

Client

# Anfrage an den Server schicken
request = "GET .."
s. send (request)

# Antwort des Servers lesen
result = s. recv (MAXSIZE)

# Verbindung abbauen
s. shut down (SHUT_RDWR)
s. close ()

Server

while 1:
# Verbindungen annehmen
(clientsocket, address) = serversocket.

accept ()

# Anfrage in einem neuen Thread bearbeiten

ct = client_thread(clientsocket)

def client_thread (sock):
start_new_thread (client_handler,sock)

def client_handler (sock):
request = sock. recv ()
. # Anfrage bearbeiten
sock. send (antwort)

sock. shut down(SHUT_RDWR); sock. cl ose()

Dokumentation: http://docs.python.org/lib/module-socket.html
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6.3 IPC: Pipes

Pipes (2)

* Analyse:
find ./ -name "*.txt" | grep -i "betriebssystem" | sort
: stdin| grep -i \ stdin
B} nafr;enq' * /t Xt " "betriebs\ sort
. stdout syst ent stdout

* Die Pipe ist ein unidirektionaler
Kommunikationsmechanismus

* Es gibt benannte und unbenannte Pipes
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Pipes (1)

e Zum Kennenlernen: Pipes in der Shell

» Standardausgabe eines Programms zur
Standardeingabe des nachsten Programms

machen

* Verkettung mehrerer (Filter-) Anwendungen

Ohne Pipe - mit temp. Dateien ‘ Mit Pipe

find ./ -name "*.txt"
grep -i "betriebssystem"
sort  </tmp/t2

rm /tmp/tl /tmp/t2

Hans-Georg EBer, FH Miinchen

>/tmp/tl find ./ -name "*.txt" | grep -i \
<ftmp/tl  >/tmp/t2 "betriebssystem" | sort
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Unbenannte Pipes (1)

* Vorgehensweise bei unbenannten Pipes immer
gleich:
- Prozess erzeugt Pipe (Anfangs- und Endstiick)
- Prozess verdoppelt sich mit fork()

- Vater und Sohn verwenden die beiden Enden der
Pipe zur (Ein-Weg-) Kommunikation

* Pipe bleibt erhalten (offen), bis einer der
Prozesse sie explizit mit close() schliel3t

* Prozesse, die keine ,Verwandtschaft (fork)
haben, brauchen benannte Pipes
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Unbenannte Pipes (2)

* In Pipe schreiben und lesen wie in Datei

int pipe_fds[2]; 1 File-Deskriptoren fur die beiden
/I Enden der Pipe

pi pe(pipe_fds); 1 Erzeugen einer Pipe;
/I pipe_fds[0]: zum Lesen
/I pipe_fds[1]: zum Schreiben

if ( fork() !'=0){/ Vaterprozess:
/I Daten erzeugen und durch die Pipe schicken
wr i t e(pipe_fds[1], data, ...); PIPE >

} else { 1 Kindprozess:
/I Daten aus der Pipe lesen

mmes) 1 ead(pipe_fds[0], data, ...);
}
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Benannte Pipes (2)

e anschlieRend lesen und schreiben die beiden
Prozesse ebenfalls wie bei Dateien:

Server (liest) Client (schreibt)
#define Pl PENAVE "/tmp/mypipe" #define Pl PENAVE "/tmp/mypipe"
int main() { int main(int argc, char *argv[]) {
int fd, ret_val, count, numread; int fd;
char buf[MAX_BUF_SIZE];
/¥ Aufrufparameter auslesen */
/* benannte Pipe erzeugen */ if (argc 1= 2) {
ret_val = nkf i f o( Pl PENAVE, 0666); printf("Usage : %s <string>\n",
argv[0]);
if ((ret_val == -1) && (errno != EEXIST)) { exit (1);
perror("Fehler beim Erzeugen der Pipe"); }
exit (1);

} /* Pipe zum SCHREIBEN offnen */
/* Pipe zum LESEN &ffnen */ fd = open(PlI PENAMVE, O_WRONLY);
fd = open(PlI PENAVE, O_RDONLY);
/¥ In die Pipe schreiben */
/* aus der Pipe lesen */ write(fd, argv[l], strlen(argv[1]));

numread = read(fd, buf, MAX_BUF_SIZE); }

printf(*"Half Duplex Server: Aus Pipe gelesen: %sn", buf);
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Benannte Pipes (1)

* Mit benannten Pipes ist auch Kommunikation
zwischen ,nicht verwandten” Prozessen
moglich:

* Prozesse legen gemeinsamen Namen fest
(vgl. benannte Semaphore etc.)

int nmkfifo(const char *pathname, node_t node);

das erzeugt eine neue FIFO-Spezialdatei im
Dateisystem

* Prozesse 6ffnen Pipe wie eine normale Datei
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Pipes (7)

* Kommunikation in beide Richtungen:
zwei Pipes verwenden

#define Pl PE_A "/tmp/mypipe-a"
#define Pl PE_B "/tmp/mypipe-b"
int main() {
int fd, ret_val, count, numread;
char buf[MAX_BUF_SIZE];

/* benannte Pipes erzeugen */

ret_val = nkfifo(Pl PE_A, 0666);
if ((ret_val == -1) && (errno != EEXIST)) { ... }
ret_val = nkfif o( Pl PE_B, 0666);
if ((ret_val == -1) && (errno != EEXIST)) { ... }

/* Pipes zum LESEN bzw. SCHREIBEN o6ffnen */
fd_a = open(PlI PE_A, O RDONLY);
fd_b = open(Pl PE_B, O WRONLY);

/* mit Pipes arbeiten */
numread = read(fd_a, buf, MAX_BUF_SIZE);
wite(fd_b, buf, ..);

}
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Windows-Pipes (1)

Benannte Pipes: zwei Moglichkeiten

* Fiir Unix-Kompatibilitat:

_pi pe()

mit gleicher Syntax wie Unix pipe()
(open, read, write)

* Standard-Pipes:

#define FI FO_ NAME "\\\\.\\pi pe\\ nanedpi pe"
hPi pe = Creat eNanmedPi pe( FI FO_NAME, ...)

Windows-ubliche Objekte
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Windows-Pipes (3)

fConnected = ConnectNamedPipe (hPi

e, NULL) ?

TRUE : (GetLastError() == ERROR_PIPE_CONNECTED) ;

printf ("Process %d opening FIFO O_WRONLY\n", getpid());

if (fConnected) {
while (bytes_sent < TEN_MEG) {
if (!WriteFile(

hPipe, //
buffer, //
BUFFER_SIZE, //
&NumberOfBytesWritten, //
NULL) 1/

)|

handle to file
data buffer

number of bytes to write
number of bytes written
overlapped buffer

fprintf (stderr, "Write error on pipe\n");

exit (EXIT_FAILURE) ;
}

bytes_sent += NumberOfBytesWritten;

}

printf ("Process %d finished\n", getpid());

)

else {

// The client could not connect, so close the pipe.

CloseHandle (hPipe) ;
)
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1 = CreateFile(

FIFO_NAME, // Open the FIFO

GENERIC_READ, // open for reading

0, // share for writing

NULL, // no security

OPEN_EXISTING, // existing file only

FILE_ATTRIBUTE_NORMAL, // normal file

NULL) ; // no attr. template
if (hPipel == INVALID_HANDLE_VALUE) {

printf ("Could not create file %s\n", FIFO_NAME);
exit (EXIT_FAILURE) ;
}

printf ("Process %d result $X\n", getpid(), hPipel)
do {
ReadFile (

hPipel, // handle to file
buffer, // data buffer
BUFFER_SIZE, // number of bytes to read
&NumberOfBytesRead, // number of bytes read
NULL // overlapped buffer

)i

bytes_read += NumberOfBytesRead;
} while (NumberOfBytesRead > 0);
CloseHandle (hPipel) ;
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Windows-Pipes (2)

#include <stdio.h>
#include <stdlib.h>
#include <windows.h>
#include <io.h>
#include <fcntl.h>
#include <process.h>
#include <string.h>
#define FIFO_NAME

"\\\\.\\pipe\\mynamedpipe

#define BUFSIZE 1024

#define PIPE_TIMEOUT 5000 // 5 sec.

#define F_OK 0

Quelle: http://msdn2.microsoft.com/en-gb/
library/ms811896.aspx#ucmgch09_topic13h
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void main() {
int £d;
HANDLE hPipe;
// Check if the FIFO exists and create it if necessary.

if (_access(FIFO_NAME, F_OK) == -1) {

hPipe = CreateNamedPipe (
FIFO NAME, // pipe name
PIPE_ACCESS_DUPLEX, // read/write access
PIPE_TYPE MESSAGE | // message type pipe
PIPE_READMODE_MESSAGE | // message-read mode
PIPE_WAIT, // blocking mode
PIPE_UNLIMITED INSTANCES, // max. instances
BUFSIZE, // output buffer size
BUFSIZE, // input buffer size
PIPE_TIMEOUT, // client time-out
NULL) ; // no security attribute

if (hPipe == INVALID HANDLE_VALUE) {

fprintf (stderr, "Could not create fifo %s\n", FIFO_NAME);
exit (EXIT_FAILURE) ;
}
}
printf ("Process %d opening FIFO\n", getpid());
// Open FIFO and output status result
fd = open (FIFO_NAME, O RDONLY) ;
printf ("Process %d file descriptor: %d\n", getpid(), fd);
Sleep (PIPE_TIMEOUT) ;
// Close FIFO
if (fd != -1)
(void) close (fd) ;
printf ("Process %d finished\n", getpid());
exit (EXIT SUCCESS) ;
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